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Big Tent



LOGS

SQL TABLES

METRICS
TRACES

JSON & CSV





Power of SQL!





OPTIMUS DUCK





https://duckdb.org/docs/api/cli/dot_commands.html 

https://duckdb.org/docs/api/cli/dot_commands.html


https://duckdb.org/docs/sql/functions/blob.html#read_blobsource 

https://duckdb.org/docs/sql/functions/blob.html#read_blobsource


SELECT size, filename, content

FROM read_blob('/etc/passwd');



.shell ⇒ Remote Code Execution RCE
read_blob ⇒ Local File Inclusion LFI

CVSS rating:
9.9 / 10 CVSSv3 CRITICAL
9.4 / 10 CVSSv4 CRITICAL



☢ The Fallout ☢
● Security impact relatively small

○ Identified internally
○ Behind feature flag - only 2 customers enabled
○ Checked every log-line. No evidence of exploitation

● High effort to remedy
○ 2-week SLO for Critical vulnerabilities
○ Remove the feature entirely
○ Roll to our hosted SAAS
○ Rebuild Grafana Enterprise and Grafana OSS
○ Disclose and share privately, with 2 week embargo

● We learned a lot
○ Blameless post-mortem



How did we get here?

● We implemented on the Grafana backend, which is written in Go
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How did we get here?

● We implemented on the Grafana backend, which is written in Go

● But we canʼt use CGo
● So we used the CLI 😬



Avoid our mistake!
Lesson 1
● Embed, donʼt use the CLI (or parse & validate)

https://github.com/scottlepp/go-duck/pull/21


Avoid our mistake!
Lesson 2
● Disable file access



❤



Have more questions?

Join us at community.grafana.com

or Grafana public slack #grafana
#grafana grafana community.grafana.com

Get involved:

Thank you
Sam Jewell
    @sojewell


